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A Closer Look at the Technology Lane
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Cybersecurity Services
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CSET

CYBER SECURITY EVALUATION TOOL
Version: 10.2.0.0

https://github.com/cisagov/cset

cset@dhs.gov

Cybersecurity & Infrastructure
Security Agency

Contact

To learn more about cyber vulnerabilities,
training, standards, and references, visit
the Vulnerability Management US-CERT
website or contact
vulnerability@cisa.gov.

CISA, Cybersecurity and Infrastructure
Security Agency, encourages you to

report suspicious cyber activity, incidents,

CSET Tool Ransomware Readiness Assessment

CSET Training
Resources

CSET training is available through the
following resources:

User Guide

Video Tutorials

https://www.youtube.com/c/CSETCyberS
ecurityEvaluationTool

CISA Cybersecurity
Training Program

The training program events consist of
Web-Based Training courses, 'regional’
training courses and workshops at venues
in various locations, in addition to the 5-
day training event held in Idaho Falls,
Idaho.

Note: All training courses are presented at
no cost to the attendee.
Training Website:

https://us-cert.cisa.gov/ics/Training-
Available-Through-ICS-CERT



CSET Capabilities

v

What CSET CAN do:

Provide a consistent means of
evaluating a control system network
as part of a comprehensive
cybersecurity assessment

Specify cyber security
recommendations

Report using standards-based
information analysis

Provide a baseline cybersecurity
posture

What CSET CAN’T do:

Validate accuracy of user inputs

Ensure compliance with
organizational or regulatory
cybersecurity policies &
procedures

Ensure implementation of
cybersecurity enhancements or
mitigation techniques

Identify all known cybersecurity
vulnerabilities
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Interoperability Capability Measurements

State/Territory Marker Assessment - Louisiana

Average State/Territory Marker Score: 1.42
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State/Territory Marker Assessment - Louisiana

Average State/Territory Marker Score: 1.42
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FY21 Technical Assistance

EE@ Support for in-person courses, exercises is transitioning

=" Likely the Incident Tactical Dispatcher, Incident Communications
Center Manager will continue as virtual deliveries. AUXCOMM
may continue as both virtual or in-person.

@ Operational efficiencies being explored: discontinue printing of
student guides?

cisa.gov/publication/ictapscip-resources
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https://www.cisa.gov/publication/ictapscip-resources

What's Next:
Evolving Priority Services

Cyber Threats
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Video

Services
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Next Gen Priority Services Program
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Questions?

Jim Lundsted

Emergency Communications Coordinator -
Regions 6 & 7

Email: James.Lundsted@cisa.dhs.gov
ﬁff_@:\‘ Phone: 202-630-1177
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